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Attacker Floods GAM table with
frames from numerous invalid
source MAGs. Valid hosts
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Normal traffic is flooded out

all ports because no CAM
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Switch (config-if) #switchport port-security [maximum value]
violation {protect | restrict | shutdown}
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Authentication Method1 Method1
Type LSRvpe Method2..
login dafault local local
enable named list enable enable
PP . 3| N8 line
arap group tacacs+ | group tacacs+
nasi group radius | group radius.
kerbaros kerberos

Router (config) faaa authentication type [default) | list-
name}methodl{... [method4d] }
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|Switch (config) #aaa new-model ‘
+ Enables AAA globally

Netw

Switch (config)f#aaa authentication login {default
| list-name} methodl [methodZ...]

« Creates a local authentication list

Switch(config) #line [aux | console | tty | vtyl]

1ine-number [ending-line-number]

- Enters line configuration mode

Switch(config-line)#login authentication
{default | list-name}

- Applies the authentication list to a line
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Catalyst 29500r 3550 switch

Authentication
server
(RADIIUS)

EAPOL-Start

>
EAP-Request/Identity

EAP-Reponse/ldentity

RADIUS Access-Request
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EAP-Request/OTP

~ __RADIUS Acoess—ChaIlange'

" EAP-Response/OTP

" RADIUS Access-Request_

EAP-Success
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EAPOL-Logoff

Port Unauthorized
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Host A Caltalyst 3550 switch B
{VLAN 10} bridging traffic (VLAN 10)/

¥ = ACL denying lraffic from Host B and
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Switch (config)# vlan access-map PxR1l 10
Switch(config-access-map)# match ip address 1

Switch (config-access-map)#4 action drop

Switch (config-access-map)# vlan access-map ExR1 20
Switch(config-access-map)# action forward

Switch (config-access-map)# exit

Switch{config)# wvlan filter PxR1l wacl vlan-list 1-4094
Switch(config)# access-list 1 permit 10.1.0.0 0.0.255.255
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|Sui1:ch(cont'ig')lip dhcp snooping

| Rogue DHCP Cllent

Attacker

« Enable DHCP snooping globally

|Sw1tch(=on£1g)lrip dhcp snooping information option

+ Enable DHCP Option 82 data insertion

|5witch(config-if) #ip dhep snooping trust

+ Configure a trusted interface

Legitimate
DHCP Server

|Swi.tch(config)lip dhcp snooping vlan number [number]

+ Enable DHCP snoopina on vour VLANs

*

M

Cisco

= & o 2

= $ 1 E *I E 2"

g & i * 2"

o % " E * E 2"
Z 1. ARP Request 2. Legitimate ARP Reply

7 MAC for 10.1.1.1
—_—

10.1. c.C

IP10.1.1.2
MAC A.A.A.pﬂ

1P 10.1.1.1
MAC C.C.C.C

ARP Table in A
J 10.1.1.1 = MAC B.B.B.B

Subsequent Spoof ARP Replies
T Overwrite Legitimate Replies

IP = 10.1.1.1 bound to B.B.B.B
T TP = 10.1.1.2 bound to B.B.B.B

P 10113 ARP Table in B
Jroats (R
e 10.1.1.2 = MAC A.A.AA
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Z |Switch(config)#ip arp inspection vlan
vian id[,vlan id]
* Enables DAl on a VLAN or range of VLANs
J |swiu:‘h(conrig-i£) #ip arp inspection trust
W' * Enables DAI on an interface and sets the interface as a
trusted interface
LA SALLE
Switch(config-if)#ip arp inspection validate
{[src-mac] [dst-mac]l [ipl}
« Configures DAI to drop ARP packets when the IP addresses
4. are invalid
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