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��Routing issuesRouting issues

• Hosts rely on a router to find the best path

• Issues with established redundancy:

• Default Gateways

– Destination to which a host sends all non-local traffic

– End-devices configured with a single default gateway IP 

address that doesn’t change when network topology changes 

occur

• Proxy ARP

– A router replies on behalf of the 

remote host and provides its own

MAC address

– The host assumes it’s connected 

to the same segment as the remote host

– If the responsible router fails, the host 

continues sending packets to the MAC 

address of the failed router



��Router redundancy processRouter redundancy process

• Two or more routers act as a single “virtual”
router by sharing an IP and a MAC address

– The members of the virtual-router group continually 
exchange status messages

• One router can assume the routing 
responsibility of another, if it goes out of 
service for either planned or unplanned reasons

– Hosts continue to forward IP packets to a consistent 
IP and virtual MAC address, and the changeover 
between routes is transparent to the end workstation

��HSRPHSRP

• Hot Standby Router Protocol (RFC 2281)

• Provides network redundancy for IP networks 

• Ensures that user traffic immediately and 
transparently recovers from 1st-hop failures in 
network edge devices or access circuits

• UDP port 1985

• Hello messages to 224.0.0.2

• HSRP group or standby group  ���� 2 or more 
routers share an IP and MAC address 

– Virtual router

– Active router

– Standby router

– Other routers



��HSRP Group MembersHSRP Group Members
Group Member Role

Active router Does the forwarding of data packets and transmits hello 

messages to other routers informing them of its status

Priorities being equal, router with the highest IP address

becomes the active router.

Standby router -Monitors the status of the active router

-Forwards packets if an active router failure occurs

-Transmits hello messages to other routers of the group

Virtual router Does not exist!  Represents a consistently available router 

with an IP and a MAC address to the hosts on a network

Other routers -Monitor HSRP hello messages but do not respond.

-Function as normal routers that forward packets sent to 

them but do not forward packets addressed to the virtual 

router. 

-Remain in the “listen” state.

��Virtual Router MAC addressVirtual Router MAC address

• MAC address used by the virtual router :

Component Description

Vendor ID

(Vendor Code)

The first three bytes of the 

MAC address

HSRP Code

(HSRP well-know virtual MAC 

address)

The next two bytes of the MAC 

address

(always 07.ac)

Group ID

(HSRP group number)

The last byte of the MAC 

address

• To display the virtual IP and MAC address:

– show standby



��Virtual Router MAC addressVirtual Router MAC address

��HSRP OperationHSRP Operation

• Within the standby group, a router is elected as 
the active router

– The router with the highest standby priority
in the group becomes the active router

• default is 100 (user configurable)

– forwards the packets sent to the virtual router

– if a packet is sent to the virtual router MAC 
address, the active router receives and 
processes the packet

– responds to traffic for the virtual router

• if a packet is set with an ARP request with the 
IP address of the virtual router, the active 
router replies with the virtual router MAC 
address



��HSRP OperationHSRP Operation

• When the standby router stops receiving 
hello messages from the active router, it 
steps into the role of the active router 

– Because the hosts are using a virtual IP and 
MAC address, they see little to no service 
disruption

• If both the active and standby routers fail

– All other routers in the group will contend for 
the active and standby roles

– The router with the lowest MAC address
becomes the active router unless a HSRP 
priority is configured

��HSRP StatesHSRP States

State Description
Initial -State from which the routers begin the HSRP process. HSRP is not running

Learn - The interface is expecting HSRP packets

- The router determines the virtual and active HSRP router for the group

Listen -The router knows the virtual IP address, but is neither the active router nor the 

standby router. 

- It listens for hello messages. 

Speak The router sends periodic hello messages and is actively participating in the election 

of the active or standby router. 

A router cannot enter Speak state unless it has the virtual IP address.

Standby The router is a candidate to become the next active router and sends periodic hello 

messages. 

Excluding transient conditions, there must be at most one router in the group in 

Standby state.

Active The router is currently forwarding packets that are sent to the group virtual MAC 

address. The router sends periodic hello messages.

Excluding transient conditions, there must be at most one router in Active state in 

the HSRP group.



��Configuring HSRPConfiguring HSRP

• To configure a router as a member of an 
HSRP standby group:

• The group number ���� 0 – 255 (Default = 0) 

• Virtual-ip-address ���� IP address of the virtual 
HSRP router

• Enabling HSRP on a Cisco router interface 
automatically disables ICMP redirects on 
that interface 

Router(config-if)#standby group-number
ip virtual-ip-address

��Optimizing HSRPOptimizing HSRP

• The administrator can control the order in 
which active routers for that group are 
selected:

• Priority value ���� 0 – 255

• Default is 100

• The router with the highest priority ����
forwarding router 

• The tiebreaker for matching priority is 
higher number IP address 

Router(config-if)#standby group-number
priority priority-value



��HSRP Optimization optionsHSRP Optimization options

• HSRP Standby preempt

– When an Active router fails, a Standby router assumes 
the role of Active Router

– When the original Active router comes back on-line, this 
new active router will retain the role of active router

– Preempt: Allows a router to regain its role of active router

• HSRP Hello Message Timer adjustment

– Hello message contains hellotime and holdtime 
parameter values

• HSRP Interface tracking

– Sometimes the status of other interfaces used by the 
active router can cause a failover

– HSRP can track the status of these interfaces

��Optimizing HSRPOptimizing HSRP

• The former active router can be configured to 

resume the forwarding router role from a router 

with a lower priority:

• When the standby preempt command is issued, the 

interface changes to the appropriate state

• Preempt must be configured  on all participating 

devices within the HSRP group

Router(config-if)#standby group-number preempt

3w1d : %STANDBY-6-STATECHANGE: STANDBY: 50: FastEthernet0/0 state standby -> 
Active



Router A

inter FastEthernet1/0 

ip address 10.144.220.3 /22

standby priority 120

standby preempt 

standby ip 10.144.220.110.144.220.1

Router B

interface FastEthernet3/0 

ip address 10.144.220.2 /22

standby priority 110

standby preempt 

standby ip 10.144.220.110.144.220.1

10.144.220.110.144.220.1

Active Router Standby Router

��A Configuration ExampleA Configuration Example

��Optimizing HSRPOptimizing HSRP

• To configure the time between hellos and the time 
before other group routers declare the active or 
standby router to be down:

• Hellotime: 

– 1 – 255; default = 3 seconds

– interval between the hello messages that the router sends

• Holdtime: 

– 1 – 255; default = 10 seconds

– amount of time that the current hello message is 
considered valid 

The holdtime should be at least 3 times the value of the hellotime

Router(config-if)#standby group-number
timers hellotime holdtime



��Interface Tracking ExampleInterface Tracking Example

What if this active 

router’s serial interface 

goes down?

��Configuring HSRPConfiguring HSRP

• To configure HSRP tracking:

• standby track command ���� the value that 
gets decremented from the priority of the 
node if the specified interface goes down 

• The default decrement is 10

Router(config-if)#standby group-number
track type number decremented-priority



Router A:

interface FastEthernet0/0

ip address 10.1.1.2 255.255.255.0 

no ip redirects 

standby 50 priority 105 preempt

standby 50 ip 10.1.1.1 

standby 50 track FastEthernet0/1 25

If FastEthernet0/1 on Router A goes down, what will the interface’s 

priority value be for standby group 50? Answer: 80  (105 – 25)

��Interface Tracking ExampleInterface Tracking Example

��Tuning HSRP OperationsTuning HSRP Operations

• HSRP timers can be adjusted to tune the 
performance of HSRP on Distribution devices

• Sub-second failover

– HSRP hello & holdtime can be set to millisecond values

– Switch(config-if)#standby 1 timers msec 200 msec 750 

• Preempt time aligned with router boot time

– HSRP preempt communication should not begin until 
the distribution switch has established full connectivity

– Preempt occurs only after full router boot

– Decreases time for network convergence

– Good to set the preempt delay to a value 50 percent 
greater than the boot time

– Ex: if boot time is 120 seconds, then

• standby 1 preempt 

• standby 1 preempt delay minimum 180 



��HSRP HSRP –– Load SharingLoad Sharing

• To facilitate load sharing, a single router 

may be a member of multiple HSRP 

standby groups on a single segment

– Each standby group emulates a single virtual 

router

– There can be up to 255 standby groups on any 

LAN

– multiple HSRP groups are also supported on 

VLAN and port-channel interfaces

��HSRP OperationHSRP Operation

• Routers can provide redundant backup and load 

sharing across different IP subnets

– can belong to multiple groups in multiple VLANs

• for each standby group ���� an IP address and a single well-

known MAC address with a unique group identifier

• the IP address of a group is in the range of addresses 

belonging to the subnet in use on the LAN

• must differ from the addresses allocated as interface addresses on all routers 

and hosts on the LAN, including virtual IP addresses assigned to other HSRP 

groups



��Verifying HSRP ConfigurationVerifying HSRP Configuration

• To display the status of the HSRP 

router, enter the following command:
Router#show standby type/number group brief

Router#show standby

• To debug HSRP:

Router#debug standby

��VRRPVRRP

• Virtual Router Redundancy Protocol

– IEEE standard (RFC 2338)

– VRRP group:

• Share a single virtual IP address

• 1 master router

• 1 or more backup routers

– Redundancy for the real IP address of a router, or for a 
virtual IP address

– If a real IP address is used, the owning router ���� master

– If a virtual IP address is used, the master ���� router with 
the highest priority 

– The master router uses VRRP messages to inform group 
members of the IP addresses of the backup routers



��VRRPVRRP

• Only the master sends advertisements

• Advertisements sent on 224.0.0.18 port 112

– Advertisement Interval = 1 second

– Master down interval = 3 * advertisement interval + skew 
time

– Skew-time = (256 – priority) / 256 ms

• Ensures that  the backup router with the highest priority 
becomes the new master

��GLBPGLBP

• Gateway Load Balancing Protocol

– Cisco protocol

– provides nonstop path redundancy for IP

– shares IP and MAC addresses between 
redundant gateways

– allows a group of routers to share the load of the 
default gateway on a LAN

– enables a router to automatically assume the 
forwarding function of another router in the 
group if there is a failure in any other router

– fully utilizes resources on all routers in group

– not necessary to define multiple groups



��GLBPGLBP

• Active Virtual Gateway (AVG)

– One router of a GLBP group

– It assigns a virtual MAC to each member

• Active Virtual Forwarder (AVF)

– Each GW assumes responsibility for forwarding packets 
sent to the virtual MAC address assigned to it by the AVG

• GLBP members communicate with each other
using hello messages sent every 3s 
to 224.0.0.102, UDP port 3222

��GLBPGLBP

• Operational modes for balancing traffic:

– Weighted load-balancing algorithm

– Host-dependent load-balancing algorithm

– Round-robin load-balancing algorithm



��Configuring VRRP and GLBPConfiguring VRRP and GLBP

The End
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