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.ﬁ Routing issues
=

Hosts rely on a router to find the best path

Cisco

Issues with established redundancy:

Default Gateways
Destination to which a host sends all non-local traffic

End-devices configured with a single default gateway IP
address that doesn’t change when network topology changes
occur

Proxy ARP
. Use MAC address
A router replies on behalf of the Q,—? 0010.0679.5800.
remote host and provides its own |
Router A & Router B
MAC address 0016.153 0600 Gar0.0h75.8800

Subnet A

d The host assumes it’s connected =~ ™10 3 __ W —

s to the same segment as the remote host <B§:T:::e e
If the responsible router fails, the host L g

continues sending packets to the MAC

address of the failed router

| need to get to
172.16.3.127.
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File Server A
172.16.3.127
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»Router redundancy process

I ARP Table || )
10.1.1.1-- 00-00-c0-07-ac-01
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i; Standby g%e:v?qis
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;ﬁ HSRP Group Members

= Group Member

Role

Active router

Cisco

Does the forwarding of data packets and transmits hello
messages to other routers informing them of its status

Priorities being equal, router with the highest IP address
becomes the active router.

Standby router

Monitors the status of the active router
Forwards packets if an active router failure occurs

Transmits hello messages to other routers of the group
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Virtual router

Does not exist! Represents a consistently available router
with an IP and a MAC address to the hosts on a network

Other routers
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B URL ¢

Monitor HSRP hello messages but do not respond.

Function as normal routers that forward packets sent to
them but do not forward packets addressed to the virtual
router.

Remain in the “listen” state.
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»Virtual Router MAC address
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HSRP Group 1

[s»itch#show ip al.'pl 172.16.10.82 172.16.10.169
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\ 172.16.10.110
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Protocel Address Age (min) Hardware Addr Type Interface
Internet 172.16.10.82 - 0010.£6b3.d000 ARPA  Vlanl0
Internet 172.16.10.169 - 0010.0b79.5800 ARPA  Vlanl0
Internet 172.16.10.110 0000.0c|07.ac[01| arPA  Vlanlo
P11
Vendor Code HSRP Group
HSRP
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»HSRP Operation
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+ Within the standby group, a router is elected as
the

- default is 100 (user configurable)
— forwards the packets sent to the virtual router

— responds to traffic for the virtual router
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»HSRP Operation
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i‘( _ lowest MAC address
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4%/ \HSRP states
S
3 State Description
Initial -State from which the routers begin the HSRP process. HSRP is not running
S Learn - The interface is expecting HSRP packets
o - The router determines the virtual and active HSRP router for the group
o
< Listen -The router knows the virtual IP address, but is neither the active router nor the
o standby router.
-
v} - It listens for hello messages.
[
o Speak The router sends periodic hello messages and is actively participating in the election
E of the active or standby router.
% A router cannot enter Speak state unless it has the virtual IP address.
Standby The router is a candidate to become the next active router and sends periodic hello
messages.
Excluding transient conditions, there must be at most one router in the group in
o z Standby state.
% Active The router is currently forwarding packets that are sent to the group virtual MAC
LA SALLE address. The router sends periodic hello messages.
Excluding transient conditions, there must be at most one router in Active state in
the HSRP group.
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;‘f‘ »Configuring HSRP
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Et Router (config-if) #standby group-number
@ |ip virtual-ip-address
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= »Optimizing HSRP
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&% \Hsrp Optimization options
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-ﬁ »Optimizing HSRP
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|Router (config-if) #standby group-number preempt |

-7

Networking Acade

3wld : %STANDBY-6-STATECHANGE: STANDBY: 50: FastEthernet0/0 state standby ->
Active
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(A ‘E] »A Configuration Example
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10.144.220.3/22 10.144.220.2/22
_ 10.144.220.1
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a
,‘i Router A Catalyst Switch Router B
= $ # $
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Router B
Router A

interface FastEthernet3/0

inter FastEthernetl/0 ip address 10.144.220.2 /22

ip address 10.144.220.3 /22 . .
standby priority 110
standby priority 120

standby preempt

standby ip 10.144.220.1

W
LASAL  standby preempt

g standby ip 10.144.220.1
&
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Router (config-if) #standby group-number
timers hellotime holdtime
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holdtime < hellotime




;‘ﬁ »Interface Tracking Example
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[ BACKBONE HSRP Group
H
. ) 50
(5] —
5 i / Virtual Router\FastEthernet o
:i Router-A =t Router-B
S FastEthernet 0/0 10114 FastEthernet 0/0
= 10.1.1.2 10.1.1.3
2
p——"
Q _’ q q o
Zz What if this active
router’s serial interface
goes down?

o
IP Address: 10.1.1.50
Default Gateway 10.1.1.1
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'ﬁ »Configuring HSRP
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Router (config-if) #standby group-number
track type number decremented-priority

- standby track >
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»Interface Tracking Example
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(" BACKBONE ) HSRP Group
3 50

o o
FastEthernet 0/1 /Virtual Router\Faleihernel 0

Router-a == Router-B

FastEthernet 0/0
10.1.1.2

FastEthernet 0/0

104441
g 10.1.1.3

Router A:
interface FastEthernet0/0
ip address 10.1.1.2 255.255.255.0

no ip redirects

IP Address: 10.1.1.50
Default Gateway 10.1.1.1

standby 50 priority 105 preempt
standby 50 ip 10.1.1.1
standby 50 track FastEthernet0/1 25

If FastEthernet0/1 on Router A goes down, what will the interface’s
priority value be for standby group 50?  Answer: 80 (105 —25)
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»Tuning HSRP Operations
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Switch (config-if)#standby 1 timers msec 200 msec 750
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+ standby 1 preempt
+ standby 1 preempt delay minimum 180
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»HSRP - Load Sharing
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p »HSRP Operation
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» must differ from the addresses allocated as interface addresses on all routers
and hosts on the LAN, including virtual IP addresses assigned to other HSRP
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groups

Active Router for Group 1
I Standby Router for Group 2

Group 2

Standby Router for Group 1
Active Router for Group 2
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»Verifying HSRP Configuration
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Eﬂ] Router#show standby type/number group brief ‘
<
gl Router#show standby ‘
o
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| Router#debug standby
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»VRRP
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Router A Router B
Master for Virtual Router 1 Backup for Virtual Router 1
Backup for Virtual Router 2 Master for Virtual Router 2
10.0.01 10.0.0.2

)"

282 5

Client 1 Client 2 Client 3 Client 4
Default Gateway Default Gateway Default Gateway Default Gateway
=10.0.0.1 =10.0.0.1 =10.0.0.2 =10.0.0.2
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Router A Router B
AVG1 AVF 21
AVF11
Virtual IP Address 10.21.8.10
Virtual MAC 0007.b400.0101 Virtual MAC 0007 b400.0102
AVG = active virtual gateway
AVF = active virtual forwarder
£ 'y
Client 1 Client 2
Default Gateway: Virual IP Address 10.21.8.10 Virtual IP Address 10.21.8.10
Gateway MAC: Virtual MAC 0007.5400.0101 Virtual MAC 0007 .b400.0102
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AVGIAVF viIP AVF
10.88.1.10
albp 1 ip 10.88.1.10 glbp 1 ip 10.88.1.10
VMAC 0000.0000.0001 VMAC 0000.0000.0002
A ARP 12
Ri"'y 10.88.1.0/24
4 5
n AVG/AVF viIP AVF
# 5 10.88.1.10
ARPs for 10.88.1.10 ARPs for 10.88.1.10 glbp 1 ip 10.88.1.10 glbp 1 ip 10.88.1.10
Gets MAC 0000.0000.0001  Gets MAC 0000.0000.0002 e . h VMAC 0000.0000.0002
10.88.1.0/24
4 5
A A

ARPs for 10.88.1.10
Gets MAC 0000.0000.0002

ARPs for 10.88.1.10
Gets MAC 0000.0000.0001




(4 »Configuring VRRP and GLBP

interface vlanld
ip address 10.1.10.5
vrrp 10 ip 10.1.10.1
verp 10 priority 150

werp 10 timers advertise 4 | Switechfshow running-config |
Virtual Router
w1105 R0 j 10.1.10.1
Ay
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interface vlan7

ip address 10.1.7.5
glbp 7 ip 10.1.7.1
glpb 7 priocity 150

glbp 7 timers msec 200 msesc 700 | Switch#show running-config |

y ~ Virtual Router
10.1.7.5 e . 10.4.74
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The End
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